Financial
West
Group

September 1, 2009

Effective September 14, 2009, National Financial Services will be deploying a Multifactor
Authentication (Secure Questions at Log-in) for myStreetscape. The purpose for this is to
add a secondary authentication procedure that may require you to answer a challenge
question. Examples of login activities that could warrant a challenge include, logging in
from a different computer, using a different browser or logging in at a different time, etc.

You will be presented with an enroliment page during the login process. You will be
required to select three challenge questions during the enrollment. During subsequent log-
ins, should the system determine it necessary, you will be asked to answer one of the
challenge questions to be allowed system access.

You will be allowed to by pass the enrollment one time only. If you by passed the
enrollment, you will be forced to enroll in the challenge questions upon the next login.

If you fail to answer the three questions correctly, you will be denied access to the site and
will require a PIN reset. Please contact your FWG Investment Representative to have your
PIN reset.

Please review the following pages for more detailed information.

Mailing Address: P.O. Box 5123, Thousand Oaks, CA 91359
Member FINRA/SIPC



Multifactor (Strong) Authentication Screenshots

Help Us Protect Your Login Experience

All links open in a new

Your security is our priofity, To further safeguard your login experience, we are requiring all customers window:
to create securty questionsianswers. . .
About Security Questions
How it Works & \Whyis my onling
. . . . . experience changing?
® Yoy add security guestions and answers to enhance the security of the login experience.
® W may promptyou with one ofthese questions if unusual login behavior is detected.
What You Need to Do
* Choose thrae security guestions and create answers knowh only to yau.
ﬂl Hote that if you prefer not to add your security questions at this time, you'll be required
to do sothe next time you log in.
< Skip Questions far Now Add Secunity Cuestions =
Help Us Protect Your Login Experience Al ogen i new
Your security is our priorty, To further safeguard your login experience, we are reguirng all customers vindow
to create security quastionsfanswars ;
About Securty Cuestions
How it Works Wity i ry anling
; ; ; ; ; experience changing?
“fouwill add security questions and answers to enhance the security ofthe login experience.
Wie may pramptyau with one ofthese guest
About Security Questions
What You Need to Do
Why is my online experience changing?
Chanze three secutity questions and craate
Iri arder ta enhance the security ofyodr login expetience, we are
R N VA infroducing this security enhancement. Unuzual login aclivity, such as
WL AR OO an attemptia log infrom a computer yod fnically dont use, may pramit
Yo with questions that anhy ol know the answers to.
Add Secur Q Close Window
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Multifactor (Strong) Authentication Screenshots

Help Us Protect Your Login Experience

Al links open in a new
window,

‘four security is our priority. To further safeguard your login experience, we are requiring all customers

to create security questionsfanswers.

How it Works

About Security Questions

* YWihy is my online
experience changing?

* ‘fou add security guestions and answers to enhance the security of the login experience.

* Wife may prampt you with one of these quest

What You Need to Do

* Choose three security questions and create

ﬁ Note that if you prefer not to add your §
to do so the next time you log in.

< 3kip Questions for Mow ‘

Skip Questions for Now

‘fou have chosen to postpone adding your secutity questions.

0 You'll be required to add your security questions the
next time you log in.

Contirye |

9 Cancel and return to add your security guestions.

For Broker-Dealer User Only.
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Multifactor (Strong) Authentication Screenshots

Mandatory Enrollment

Help Us Protect Your Login Experience Y

L o ) . . window,
four security is aur priorty. To fudher safeguard your login experience, we are reguiting all customers

t0 create security questionsfanswers. . .
About Securty Questions

How it Works o Wby iy anline
] ] . . . . Experience changing?
* Youwill add security questions and answers to enhance the security ofthe login experience.

* e may promptyouswith one ofthese questions if unusual login behavior is detected.

What You Need to Do

* Choosethres security questions and create anawers knhawh only to you.

0 You will be unable to login until you create your security questions and answers.

Add Becurity Cluestions »

For Broker-Dealer User Only.
Third-party marks are the property of their respective owners.
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Multifactor (Strong) Authentication Screenshots

Add Your Security Questions & Answers

Security Guidelines

* Angwers must be between 3 and 31 characters

* Answers can contain both letters and numbers

* Special characters, such as & and (), are not allowed
* Answers are not case sensitive

* Choose guestions with clear answers that you can easily remember

Add Security Questions & Create Your Answers

These may be used to further varify your identity during log in

Al flelds are required.

Question: |Select a Question [

Answer: |

Repeat Answer: |

Question: |Select a Question [

Answer: |

Repeat Answer: |

Question: |Select a Question [

Answer: |

Repeat Answer: |

Do you frequently use this computer to access this web site?

¢ Yes
¢ HNo

Mote: if you are using & public computer, you should slways select Mo

Subrmit = |

Confirmation: Your security questions are now in place.

0 Congratulations! Your lagin experience has heen updated with enhanced security,

To make any changes ta your security questions and answers, go to User Options.

Mext = |

For Broker-Dealer User Only.
Third-party marks are the property of their respective owners.
National Financial Services LLC, Member NYSE, SIPC, 200 Seaport Boulevard, Boston, MA 02210 513550.1.0

4



Multifactor (Strong) Authentication Screenshots

Enrollment in Session

Financial oquickguote

Planning | Customer Service |

Quotes & News

rf Support Center - Windows Internet Explorer

Enter Symbaol(s):

Brokerage Center

£ | https:/ e mpstreetscape. comdmydaccess/jsp/ supportcenter jzp?context=uesroptionséoontent=uzeroptions. jsplfromme Vi

Go Logout | Important Legal Info | Privacy | Security | Online Acct Usage
W(‘.’.'St Symbol Looku =Content | Usar Options | Site Map | Help
2¥vmbol Lookup slontent | LUsar Lp =]

BE
3]

!Gc File Edit ‘“iew Favortes Tools  Help

Symbal Lcu!cug_
SUPPORT CENTER

[Quote ptions LEGAL INFO Help
Chart

|Camgany prafil | User Options

Watch List

|Porthslic watch = Edit My Account Mame

= Edit Watch List
= Edit Portfolio Watch
= Set Positions Preferences

m Edit Default Home Page

s Change PIN

= Security Questions

dose window ]

m e Intermet

F00% v
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Multifactor (Strong) Authentication Screenshots

SUPPORT

Tt 7 BTl RN
I User OQtiOnS = Security Questions

Add Your Security Questions & Answers

Security Guidelines

Answers must be between 3 and 21 characters
Answers can contain both letters and numbers
Special characters, such as & and J, are not allowed
Answers are not case sensitive

Choose gquestions with clear answers thatyou can easily remermber

Add Security Questions & Create Your Answers

These may be used to further werify your identity during log in.

Al fields are reguired.

Question: [Select a Question

Answer: |

Repeat |
Answer:

Question: [Sglect a Question

Answer: |

Repeat |
Answer:

Question: |Se|ect a Question

Answer: |

Repeat |
Answer:

Re-enter PIN™ |

This iz the sames PIN vou use to log into this wekb site.

Do you frequently use this computer to access this web site?

— TYes
— Ho

Mote: if you are using a public computer, you should always select MNo

Submit = I
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Multifactor (Strong) Authentication Screenshots

Update Security Questions

SUPPORT

oo Grens e
I User Options > Security Questions

Update Your Security Questions & Answers
Here are the gquestions youve chosen to help enhance the security of your login experience.

Wou can change the answer to an existing gquestion, or select a new gquestion frorm the list provided.

close window ]

Security Guidelines

= AnSwers must be between 3 and 31 characters

= Answers can contain both letters and numbers

= Special characters, such as & and Q, are not allowed
= AnSwWers are not case sensitive

* Choose guestions with clear answers that vou can easily rermember

Your Security Questions

~indicates required field

Question |What was your high school mascot?

Answer f

Question: |What is the name of the High Schooal you graduated from?

Answer i

Question: |What iz the zip code of the address where you grew up?

Answer f

Re-enter PIN* |

This is the same PIN vou use to log into this web site.

Submit = I
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Multifactor (Strong) Authentication Screenshots

Financial ouickguote
West

Go Logout | Important Legal Info | Privacy

Go | Security | Online Acct Usage
Symbol Lookup

2Content | User Options | Site Map | Help

Brokerage Center
Customer Service

Quotes & News /= Support Center - Windows Internet Explorer

Enter Symbol(s): & | hitpz: /A mystreetscape. comd/my/ accessdsp/supportcenter jsp?ocontest=ussroptionscontent=useroptions. jspéfromme
Go File Edit “iew Favoites Tools  Help
Symbol Lockup ;
SUPPORT CENTER close window
Quote User Options LEGAL INFO Help
Chart
Company Brofile | User Options > Security Questions
Watch List
Portfolio Watch
@ You have successfully updated your security questions and .
[& €0 Intemet & 100% -
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Multifactor (Strong) Authentication Screenshots

Challenge Question

We're Unable to Verify Your ldentity

We do not recognize the computer you are using. Please help us to verify your identity by
answering a security question.

Question What is the name of your first pet?

Answer |

Do you frequently use this computer to access this web site?
r Yes
 HNo

Mote: if wou are using & public computer, you should always select Mo,

Continue |

Challenge Failure

We're Unable to Verify Your Identity

O Error: Your Login Has Been Locked

Cue to repeatad failed atternpts to login, your PIMN has been blocked.
Please call your representative to have your PIMN reset.

© Retum
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